SAML

SOBS and Office365

Special thanks to Shane Clay for his assistance with this documentation.

From Office 365 begin by creating a new service, probably called “SOBS”:

Azure Active Directory admin center

Dashboard > Enterprise applications - All applications > SOBS - Getting started
SOBS - Getting started

% FAVORITES Overview (recommended)

I overview :
Learn about the steps and concepts required to integrate SOBS with Azure |

. Azure Active Directory ;' Getting started AD. i

Q) s 9
B Users Deployment Plan

Manage a deploy plan ( ded)
Properties The deployment plan is a downloadable decument that guides you through

the business case, implementation steps, and operational procedures

@ Enterprise applications

Qwners needed to integrate with an enterprise application.

o
il
£ Users and groups
]

Single sign-on Assign a user for testing (required)
2 Provisioning Cheose a single user account under your control to test single sign-on to
SOBS.

£ Application proxy

€ seff-service

- Create your test user in SOBS (required)

Security G You can create this user in SOBS manually, or use Azure AD to provision
9 Conditional Access user accounts automatically for supported apps.

. Permissions

© Token encryption (Preview) Configure single sign-on (required)

9 Configure your instance of SOBS to use Azure AD s its identity provider.

Activity
D sign-ins

) Set up Conditional Access (optional)
E suditlogs

Configure when and how users are prompted for multi-factor

Access reviews authentication.

You will need some settings from Office 365 first — these will be added into the SOBS saml
configuration:

Set up S0BS

You'll need to configure the application to link with &zure AD.

Login URL hitps://login microsoftonline.com/fbal5b65-dfs-4... | [
Azure AD |dentifier https//sts.windows.net/fbal3b65-df58-4336-b68c- ... E
Logout URL https://login.microsoftonline.com/common,/wsfed ... E

Wiew step-by-step instructions

Login into SOBS normally.

Click on the school name (bottom left) to reveal another menu
Click on the “School configuration” menu entry

From the top menu click on “Authentication”

Select the “SAML (Local)” option and then click “Save”
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Select the authentication option

Username/Password
LDAP

v SAML (Local)
SAML (Shared)
Local authentication

Authentication | seec || e

SAML (Local)

https://sobs.com.au/ui/login.php?schoolid=15
SAML Entries: Add

Now you can use the “Add” link to add SAML entries from the Azure information in the
image on the previous page.

The first entry is the BaseDomain, this is the Azure AD ldentifier

Next you will add the SingleSignOnService, this is the “Login URL”

Next you will add the SingleLogoutService, this is the “Logout URL”

The last entry is the NamelDFormat (this has a default value for SAML2, however
you can change it if necessary)

You will also need to upload a token signing certificate (from Azure). Use the
“Base64” certificate (See the image below)
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Now use the “Generate metadata” button to download the metadata in an XML format.

Upload this metadata file to your Office 365 Azure configuration using the “Upload
metadata file” as in the image below.



Dashboard » Enterprise applications - All applications » SOBS - Single sign-on » SAML-based sign-on
SOBS - SAML-based sign-on

« T Upload metadata file 7] Change single sign-on mode “5 Switch to the old experience Y= Test this application

B overview 5
‘f ‘Welcome to the new experience for configuring SAML based 550, Please click here to provide feedback. =

Getting started

Deployment Plan Set up Single Sign-On with SAML - Preview

Manage
Properties
N o Basic SAML Configuration 4
M Owners
Identifier (Entity 1D} https://sobs.com.au/simplesaml/module.php/saml/sp/m
& Users and groups etadata.php/sobs-sp
. Reply URL {Assertion Consumer Service URL) https://sobs.com.au/simplesaml/module.php/saml/sp/s
D single sign-on aml2-acs.php/sobs-sp
2 Provisioning Sign on URL
Relay State
Application proxy Logout Url
€ Self-service
Security 9 User Attributes & Claims K4
Conditional Access Givenname user.givenname
Surname user.surname
Permissions Emailaddress user.mail
. MName user.userprincipalname
Token encryption (Preview) Role e
User-Name user.onpremisessamaccountname
Activity Unique User Identifier user.userprincipalname
D sign-ins
B Audtlogs 9 SAML Signing Certificate .,
Access reviews Status Active
. Thumbprint 588704627EA2DEDCES28T9A0TF2OAES1 TTB00AEA
Troubleshooting + Support Expiration 4/24/2022, 11:52:41 AM
& virtual assistant (Preview) Notification Email shane.clay@stcolumba.sa.edu.au
App Federation Metadata Url https://login.microsoftonline.com/fbal5b65-df58-4... E
K Troubleshoot Certificate (Base6d4) Download
New suppart request Certificate (Raw) Download
Federation Metadata XML Download

You will need to create to additional attributes / claims, as in the above image. One is
called “Role” - this tells SOBS that the user logging in is a staff member and will assign
staff security to the SOBS account (as it may be automatically created). The second is the
“User-Name” which will be the SOBS login username (and probably the Azure network
username).

Lastly, you will need to allow each user to use this SAML authentication option. This can
allow you to restrict students from accessing SOBS if that is required.

Dashboard > Enterprise applications - All applications > SOBS - Users and groups
SOBS - Users and groups

“ = Add user £2 Columns

B overview
@ e application will appear on the access panel for assigned users. Set ‘visible to users?'to no in properties to prevent this. =

i’ Getting started

Deployment Plan

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
Manage
Shane Clay User User
Properties
& Owners St Columba Staff Group User

& Users and groups
D single sign-on
3 Pprovisioning
¥ Application proxy

C self-service

Security
Conditional Access
Permissions

Token encryption (Preview)

Activity

-~ .

NOTE: As of April 2023 the Azure test function does not work with SOBS, however the
normal SAML login process works fine.
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NOTE: As of April 2023 the Azure test function does not work with SOBS, however the 
normal SAML login process works fine.
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